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Objective

Think about how we should be
securing web apps.

(If we pulled out all stops)
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Agenda

. Have a quick look at OWASHRInerabilityScanning
and Javd&Remote Code Executidfulnerability

. Endto-End Security w/ Apache Fortress Sample

. Talk about RBAC, ABAC and how they can work
together.
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Recommendation

Listen and absorbonceptually Slides
are published and have thoetails

https://lamfortress.files.wordpress.com/2018/09/
anatomysecureweb-app-acna2018v5.pdf
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2 KIF0Qa ¢KS t

A Equifax Breach

i Mmno YAfEtAZY | YSNJ
Including names, addresses, dates of
birth and SSNs compromised.

I Only a veneer of security in place.
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https://cwiki.apache.org/confluence/display/WW/S5

Summary

Possible Remote Code Execution when performing file upload based on Jakarta
Multipart parser.

Who should read this  All Struts 2 developers and users

Impact of Possible RCE when performing file upload based on
vulnerability Jakarta Multipart parser

Maximum security Critical

rating

Recommendation Upgrade to Struts 2.3.32 or Struts 2.5.10.1

Affected Software Struts 2.3.5 - Struts 2.3.31, Struts 2.5 - Struts 2.5.10
Reporter Nike Zheng <nike dot zheng at dbappsecurity dot

com dot cn>

@Identifier CVE-2017-5638 >
| CJD L
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https://cwiki.apache.org/confluence/display/WW/S2-045
https://cwiki.apache.org/confluence/display/WW/S2-045
https://cwiki.apache.org/confluence/display/WW/S2-045

The Exploit

oThe Jakarta Multipart parser in Apache
Struts 2 2.3.x before 2.3.32 and 2.5.x
before 2.5.10.1 mishandles file upload,
which allows remote attackers to execute
arbitrary commands via acgiad= strin

In a crafted Contentype HTTP header,
a4 SELX 2A0SR Ay (K

https://cve.mitre.org/cgtbin/cvename.cqi?name=C\?B17~5638
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The Solution

Ensureall appropriate patches
have beemapplied.
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How do we ensure that our
software Is free of vulnerabilities?
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The Solution (Take 1)

Perform software vulnerability scans
https://www.owasp.org/index.php/OWASP

Dependency Check

C
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https://www.owasp.org/index.php/OWASP_Dependency_Check
https://www.owasp.org/index.php/OWASP_Dependency_Check

OWASP Vulnerability Scanning

Add to your Maven pom.xml file:

<plugir>
<groupld>org.owasp/groupld>
<artifactid>dependencycheckmaven<artifactid>
<version>3.3.1</version>
<configuration>
<failBuildOnAnyVulnerabiligtrue</failBuildOnAnyVulnerability

<suppressionFike${project.basedi¥ X k & dzLILINB/SuppiessifrbiEe Y f
</configuration>
</plugin>
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False Positives

[INFO] BUILD FAILURE
[INFO]

[ERROR] Failed to execute goal org.owasp:dependsmagkmaven:3.3.1:check
(default) on project fortresgore:

[ERROR]

ereofdNE O more dependencies were identified with vulnerabilities

[ERROR]

erroraCCEleratorapr1l.0-RC41.jar: CVED065779, CVR20021508, CVR2009-3767,
CVE20134449, CVR2011-4079, CVR01714159, CVR0021378, CVR002
0045, CVR20021379, CVR2006-6493, CVR007-6698, CVR20121164, CVR017
9287, CVR20054442, CVR0153276, CVR01717740, CVR20052069, CVE
20122668, CVE20156908

[ERROR]

[ERROR] See the dependewutyeck report for more details.

[ERROR} [Help 1]

[ERROR] For more information about the errors and possible solutions, please read the following articles:

[ERROR] [Help 1] http://cwiki.apache.org/confluence/display/MAVEN/MojoFailureException
smckinn@ubuntu-/GITfortressDevdirectory-fortresscore$ mvn install-Powasp

<
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Suppress False Positives

<suppressiongmins="https://jeremylong.github.io/DependencyCheck/dependency
suppression.1.1.xsd">

<!I-- Suppress OWASP warnings abopénldapserversidevulnerabilities.-->
<suppress>

<notes><![CDATA[
file name: accelerateapi1l.0-RC41.jar

> >
<gavregex="true">"org .openldap:accelerateapi.*$</ga
<cpe>cpe/a.openldap:openldap<dpe>

</suppress
X
</suppressions>
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How do we ensure that our
software Is free orulnerabilities
yet to be detected?

LO LINF OGAOI f f &
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So Now What?

Gf{ SOdzNA G& 0Said LINI C
user have alittle privilege as possible
on the server itself, since security
vulnerabillities in web applications and
6S0 aSNIISNA | NB az
https://www.wired.com/story/equifaxbreachno-excuse/
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The Solution (Take 2)

Practice the principle of least privilege.
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Principle of least privilege

https://en.wikipedia.org/wiki/
Principle of least privilege

From Wikipedia, the free encyclopedia

Not to be confused with Rule of least power.

In information security, computer science, and other fields, the
principle of least privilege (also known as the principle of
minimal privilege or the principle of least authority) requires
that in ' '
every module (such as a process, a user, or a program, depending
on the subject) must be able to access only the information and
t are necessary for its legitimate purpo

abstraction layer of a compufi
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Java Object Serialization Exploit

public class BadCode
iImplements  java.io.Serializable é
{é
private void
readObject ( java.i0.ObjectinputStream In)
{

in.defaultReadObject ();

Runtime.getRuntime  ().exec( cmd );

JavaodOs remote code execution
read from an input resource andeserialized "


https://github.com/shawnmckinney/serial-exploit-sample/blob/master/src/main/java/com/example/BadCode.java

Employ a Runtime Java Security Polic

grant codeBase "file:${ catalina.home }/ webapps/my-web-app-1/-"{

permission  java.net.SocketPermission “localhost ", "resolve";

permission  java.net.SocketPermission "127.0.0.1:32768", " connect,resolve
permission  java.lang.reflect.ReflectPermission " suppressAccessChecks "

permission  java.io.SerializablePermission " enableSubclassimplementation "
permission  java.io.FilePermission ne/ resources/ ", "
e .

) A use w/ caution

20
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Example # 1

Begin serial exploit test....

Input: duke moscone center
Serialized data Is saved in myObject.ser
BadCode will now run hacker script
user.home =/home/ myuser

execute hacker commandé

Exception in thread "main”
java.security.AccessControlException
access denied (" java.io.FilePermission

ne/ hac kcapt.sh ""execute ")
https://github.com/shawnmckinney/seriagxploitsample
symas
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Not a Perfect Solution

grant codeBase "file:${ catalina.home }/ webapps/my - web- app-1/-"{

permission  java.net.SocketPermission "localhost ", "resolve";

permission  java.io.FilePermission ARé/ resour cexrpe* texecute”;
permission  java.net.SocketPermission "127.0.0.1:32768", " connect,resolve
permission  java.lang.reflect.ReflectPermission " suppressAccessChecks ";
permission  java.io.SerializablePermission " enableSubclassimplementation "
permission  java.lang.reflect.ReflectPermission " suppressAccessChecks "

|8

Permission Target
Name

What the Permission Allows

Risks of Allowing this Permission

suppressAccessChecks

ability to access fields and invoke
methods in a class. Note that this includes
not only public, but protected and private
fields and methods as well.

ApacheCon NA, Montréal 2018

This is dangerous in that information
(possibly confidential) and methods
normally unavailable would be
accessible to malicious code.

22




hy'é RIIé YI &o
Beyond Java 8
A Modularization

A Improved encapsulation
A Finer control over package access.
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symas

Meanwhile

What should we do?

ApacheCon NA, Montréal 2018
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Defense in depth [edit] https://en.wikipedia.org/wiki/Information_security

Main article: Defense in depth (computing)

network

Information security must protect information throughout the life span of

the information, from the initial creation of the information on through to host

the final disposal of the information. The information must be protected

lication
while in motion and while at rest. During its lifetime, information may applicatio

pass through many different information processing systems and
through many different parts of information processing systems. There
are many different ways the information and information systems can
be threatened. To fully protect the information during its lifetime, each The onion model of
component of the information processing system must have its own defense in depth
protection mechanisms. The building up, layering on and overlapping of

security measures is called defense in depth. In contrast to a metal chain, which is famously
only as strong as its weakest link, the defense-in-depth aims at a structure where, should one

defensive measure fail, other measures will continue to provide protection.
25
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Java Web Security Laye

1.Java SE Security Jova EE Socurity

2.Java Secure Socket Spring Security

Extension (JSSE) S
3.Java EE Security Database Framewark
4.Spring Security Crete | Read | Updae | Dl

Links | Buttons | Controls

5.Web App Framework ——
6 ) D atab ase F ramewo rk Authentication | Coarse-grained Authorization

° e
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Each with a specific purpose

1.Java SE Security------- principle of least privilege
2. JSSE-—--—mmm e private conversations

3.Java EE Security------- deadbolt on front door
4.5pring Security---------- locks on room doors
5.Web App Framework locks on equipment in rooms
6.Database Functions-- content filtering

¢
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JSSE OpenSSL

Example #2 —

Confidentiality Confidentiality

A p aC h e Java Servlet Container

O HTTP EEJDBC [CJLDAPvV3

@ Confidentiality @Authorization

. HTTPS server

. HTTPS private key
Java EE AuthN & AuthZ
. RBAC Policy Decision Point
LDAP SSL client

. SSL public key

LDAP SSL server

. SSL private key

. Spring AuthZ

10.Web App AuthZ

11. DAO AuthZ

12. JDBC SSL client
Confidentiality 13. Database SSL server

Java Secure Socket Extension

Java EE Security

Fortress
Web App @

Demo e (11)(12)

Create | Read | Update | Delete

6000
Jutod uoisioaq Aaljod JvEY @ @ @ @

O©CoO~NOOHWN =

Links | Buttons | Controls

Page-level Role Check

Authentication | Coarse-grained Authorization

HTTPS Termination Point

https://github.com/shawnmckinney/apachéortressdemo
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Two Areas o€ontrol

1.JavaSEISSBavakElnd Spring
Declarativecontrols

2.ProgrammatidAuthZcontrols in the
Web and DB layers
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Start with Tomcat Servilet Container

EHTTP

%
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1 & 2. Enable HTTPS  sssshll

[ HTTP
@ Confidentiality

1. HTTPS server
2. HTTPS private key

1. Update the
Server.xml

2. Add private key
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3. Enable Java EE Secullity ceadbol

[ HTTP
@ Confidentiality @Authorization
a. Update Webxml Java Servlet Container @
1. HTTPS server
Java Secure Socket Extension @ 2. HTTPS private key
b. Drop the proxy jar Java EE Security @ ¢ 3. Java EE AuthN & AuthZ—>

c. Add context.xml

d. Add fortress to pom.xml

Authentication | Coarse-grained Authorization

Confidentiality

HTTPS Termination Point

L.
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Current Specs for Java EE Securl

1.JSR196¢ JASPICAuthN
2.JSRL15¢ JAAC AuthZ
3.JSRKR375¢ JavaEBecurity APl

symas ApacheCon NA , Montréal 2018



What Is a Realm?

A Realm Is a "database" of usernames and
passwords that identify valid users of a web
application (or set of web applications), plus
an enumeration of the list of roles associated

with each valid user
https://tomcat.apache.org/tomcat9.0-doc/realm-howto.html
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Apache Fortress™

Access Management SDK and Web Components

A standards-based access management system, written in Java, supports ANSI INCITS 359 RBAC

and more.

Web
System

Architecture

Opt'f,om, to use
etther HTTP or
LDAPV= protoooL

OpenLDAP

Or

ApacheDS

LDAPV3

LDAPv3

Native {}

JVM

Legend ortre
Fortress

HTTP .

JVM




Apache Fortress Context Realm

Realm Context System Architecture

Shares the RBAC [solates Fortress
sesstown (activated roles) classes instde the
created inside the 4} VM | App’s war from
Realm with the App. LDAPv3 the Container

Fortress Core

Application

- O
Servlet Container

Apps
Fortress

HTTP

HTTP

& ®
¢ o symas ApacheCon NA, Montréal 2018
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Add Fortress Realm Dependency
|l RR C2 NI NBaa 5SLIBohRBly O8 G2
<dependency>

<groupld>org.apache.directory.fortress</groupld>
<artifactld>

fortressrealm-impl

</artifactld>
<version>2.0.0</version>
</dependency>
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