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Objective 
 

     Think about how we should be 
securing web apps. 
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(If we pulled out all stops) 
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  Intro 

 
 
Å                       Software Architect 
 
Å        PMC Apache Directory Project 
 
Å                            Engineering Team 

https://github.com/shawnmckinney 

https://github.com/shawnmckinney


Agenda 

 

1. Have a quick look at OWASP Vulnerability Scanning 
and Java Remote Code Execution Vulnerability 

2. End-to-End Security w/ Apache Fortress Samples 

3. Talk about RBAC, ABAC and how they can work 
together. 

4 ApacheCon NA, Montréal 2018 



Recommendation 

    Listen and absorb conceptually.  Slides 
are published and have the details. 

 
https://iamfortress.files.wordpress.com/2018/09/

anatomy-secure-web-app-acna-2018-v5.pdf 
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²ƘŀǘΩǎ ¢ƘŜ tǊƻōƭŜƳ 

ÅEquifax Breach 

ïмпо Ƴƛƭƭƛƻƴ !ƳŜǊƛŎŀƴǎΩ ǇŜǊǎƻƴŀƭ ƛƴŦƻΣ 
including names, addresses, dates of 
birth and SSNs compromised. 

ïOnly a veneer of security in place. 
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https://cwiki.apache.org/confluence/display/WW/S2-045 
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The Exploit 
     άThe Jakarta Multipart parser in Apache 

Struts 2 2.3.x before 2.3.32 and 2.5.x 
before 2.5.10.1 mishandles file upload, 
which allows remote attackers to execute 
arbitrary commands via a #cmd=string  
in a crafted Content-Type HTTP header, 
ŀǎ ŜȄǇƭƻƛǘŜŘ ƛƴ ǘƘŜ ǿƛƭŘ ƛƴ aŀǊŎƘ нлмтΦέ 
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-5638 
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The Solution 

     

    Ensure all appropriate patches 
have been applied. 
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    How do we ensure that our 
software is free of vulnerabilities? 
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The Solution (Take 1) 

     

      Perform software vulnerability scans. 

https://www.owasp.org/index.php/OWASP_
Dependency_Check 
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OWASP Vulnerability Scanning 
Add to your Maven pom.xml file: 
<plugin> 
          <groupId>org.owasp</groupId> 
          <artifactId>dependency-check-maven</artifactId> 
          <version>3.3.1</version> 
          <configuration> 
          <failBuildOnAnyVulnerability>true</failBuildOnAnyVulnerability> 
            

<suppressionFile>${project.basedirϒΧκǎǳǇǇǊŜǎǎƛƻƴΦȄƳƭ</suppressionFile> 
          </configuration> 
</plugin> 
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False Positives 
[INFO] BUILD FAILURE 
[INFO] ------------------------------------------------------------------------ 

[ERROR] Failed to execute goal org.owasp:dependency-check-maven:3.3.1:check 
(default) on project fortress-core: 

[ERROR] 

[ERROR] One or more dependencies were identified with vulnerabilities: 

[ERROR] 

[ERROR] accelerator-api-1.0-RC41.jar: CVE-2006-5779, CVE-2002-1508, CVE-2009-3767, 
CVE-2013-4449, CVE-2011-4079, CVE-2017-14159, CVE-2002-1378, CVE-2002-
0045, CVE-2002-1379, CVE-2006-6493, CVE-2007-6698, CVE-2012-1164, CVE-2017-
9287, CVE-2005-4442, CVE-2015-3276, CVE-2017-17740, CVE-2005-2069, CVE-
2012-2668, CVE-2015-6908 

[ERROR] 
[ERROR] See the dependency-check report for more details. 
[ERROR] -> [Help 1] 
[ERROR] For more information about the errors and possible solutions, please read the following articles: 
[ERROR] [Help 1] http://cwiki.apache.org/confluence/display/MAVEN/MojoFailureException 
smckinn@ubuntu:~/GIT/fortressDev/directory-fortress-core$ mvn install -Powasp 
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Suppress False Positives 
<suppressions xmlns="https://jeremylong.github.io/DependencyCheck/dependency-

suppression.1.1.xsd"> 
    <!-- Suppress OWASP warnings about openldap serverside vulnerabilities. --> 
    <suppress> 
        <notes><![CDATA[ 
      file name: accelerator-api-1.0-RC41.jar 
      ]]></notes> 
        <gav regex="true">^org\ .openldap:accelerator-api:.*$</gav> 
        <cpe>cpe:/a:openldap:openldap</cpe> 
    </suppress> 
    Χ 
</suppressions> 
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    How do we ensure that our 
software is free of vulnerabilities 
yet to be detected? 

                     

          Lǘ ǇǊŀŎǘƛŎŀƭƭȅ ŎŀƴΩǘ ōŜ ŘƻƴŜΦ 
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So Now What? 

    ά{ŜŎǳǊƛǘȅ ōŜǎǘ ǇǊŀŎǘƛŎŜǎ ŘƛŎǘŀǘŜ ǘƘŀǘ ǘƘƛǎ 
user have as little privilege as possible    
on the server itself, since security 
vulnerabilities in web applications and 
ǿŜō ǎŜǊǾŜǊǎ ŀǊŜ ǎƻ ŎƻƳƳƻƴƭȅ ŜȄǇƭƻƛǘŜŘΦέ 
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The Solution (Take 2) 

     

      Practice the principle of least privilege. 
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Java Object Serialization Exploit 
public class BadCode  

  implements java.io.Serializable é 

{ é 

 private void 
readObject ( java.io.ObjectInputStream  in)  

 {  

   in.defaultReadObject ();  

   Runtime.getRuntime ().exec( cmd );  
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Runtime.getRuntime ().exec( cmd );  

Javaõs remote code execution exploit occurs when a rogue object is 
read from an input resource and deserialized. 

https://github.com/shawnmckinney/serial-exploit-sample/blob/master/src/main/java/com/example/BadCode.java


Employ a Runtime Java Security Policy 
  

 

 

 

grant codeBase  "file:${ catalina.home }/ webapps /my - web- app - 1/ - " {  

    permission java.net.SocketPermission  " localhost ", "resolve";  

    permission java.net.SocketPermission  "127.0.0.1:32768", " connect,resolve ";  

    permission java.lang.reflect.ReflectPermission  " suppressAccessChecks ";  

    permission java.io.SerializablePermission  " enableSubclassImplementation ";  

    permission java.io.FilePermission  ñé/resources/", "execute"; 

    é 

    };  

 

  

^ use w/ caution  
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permission java.io.FilePermission  ñé/resources/", "execute"; 
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Example # 1 
Begin serial exploit test....  

Input: duke moscone  center  

Serialized data is saved in myObject.ser  

BadCode will now run hacker script  

user.home =/home/ myuser  

execute hacker commandé 

Exception in thread "main" 
java.security.AccessControlException : 
access denied (" java.io.FilePermission " 
ñé/hacker- script.sh " "execute ")  

 
21 

https://github.com/shawnmckinney/serial-exploit-sample 

https://github.com/shawnmckinney/serial-exploit-sample/blob/master/src/main/java/com/example/BadCode.java
https://github.com/shawnmckinney/serial-exploit-sample/blob/master/src/main/java/com/example/BadCode.java
https://github.com/shawnmckinney/serial-exploit-sample/blob/master/src/main/java/com/example/BadCode.java
https://github.com/shawnmckinney/serial-exploit-sample/blob/master/src/main/java/com/example/BadCode.java
https://github.com/shawnmckinney/serial-exploit-sample/blob/master/src/main/java/com/example/BadCode.java


Not a Perfect Solution 
 grant codeBase  "file:${ catalina.home }/ webapps /my - web- app - 1/ - " {  

    permission java.net.SocketPermission  " localhost ", "resolve";  

    permission java.io.FilePermission  ñé/resources/good- scripts*", "execute";  

    permission java.net.SocketPermission  "127.0.0.1:32768", " connect,resolve ";  

    permission java.lang.reflect.ReflectPermission  " suppressAccessChecks ";  

    permission java.io.SerializablePermission  " enableSubclassImplementation ";  

    é 

    };  
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permission java.lang.reflect.ReflectPermission  " suppressAccessChecks ";  

ApacheCon NA, Montréal 2018 



hƴŜ Řŀȅ ƳŀȅōŜΧ 
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Beyond Java 8 

ÅModularization 

ÅImproved encapsulation 

ÅFiner control over package access. 

 
 

ApacheCon NA, Montréal 2018 



Meanwhile 
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   What should we do? 
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https://en.wikipedia.org/wiki/Information_security 

security measures is called defense in depth. In contrast to a metal chain, which is famously 

only as strong as its weakest link, the defense-in-depth aims at a structure where, should one 

defensive measure fail, other measures will continue to provide protection. 

The building up, layering on and overlapping of 

https://en.wikipedia.org/wiki/Information_security


Java Web Security Layers 

1.Java SE Security 
2.Java Secure Socket 

Extension (JSSE) 
3.Java EE Security 
4.Spring Security 
5.Web App Framework 
6.Database Framework 
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Each with a specific purpose  

1.Java SE Security 

2.JSSE 

3.Java EE Security 

4.Spring Security 

5.Web App Framework  

6.Database Functions 
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----------------------------  private conversations 

---------- deadbolt on front door 

------------  locks on room doors 

- locks on equipment in rooms 

---- content filtering  

                       ----------- principle of least privilege 
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Example #2 

Apache  

Fortress  

Demo 
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Two Areas of Control 

1.JavaSE, JSSE, JavaEE and Spring 
Declarative controls 

 

2.Programmatic AuthZ controls in the 
Web and DB layers 
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Start with Tomcat Servlet Container 
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1 & 2. Enable HTTPS 
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1. Update the  
Server.xml 
 
2. Add private key 

 ssssh!!! 
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3. Enable Java EE Security 
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a. Update web.xml 
 

b. Drop the proxy jar 
 
c. Add context.xml 
 
d. Add fortress to pom.xml 

the deadbolt 
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Current Specs for Java EE Security 

1.JSR-196 ς JASPIC - AuthN 

2.JSR-115 ς JAAC - AuthZ 

3.JSR-375 ς JavaEE Security API 
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What is a Realm? 

    A Realm is a "database" of usernames and 
passwords that identify valid users of a web 
application (or set of web applications), plus 
an enumeration of the list of roles associated 
with each valid user. 

https://tomcat.apache.org/tomcat-9.0-doc/realm-howto.html 
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Apache Fortress Context Realm 
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Add Fortress Realm Dependency 
!ŘŘ CƻǊǘǊŜǎǎ 5ŜǇŜƴŘŜƴŎȅ ǘƻ ǿŜō ŀǇǇΩǎ pom.xml: 
<dependency>  
  <groupId>org.apache.directory.fortress</groupId> 
  <artifactId> 
 
     
  </artifactId>  
  <version>2.0.0</version>  
</dependency> 
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fortress-realm-impl 
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